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Abstract: Fire incidents cause significant threats to life and property,
particularly in critical infrastructure. This research presents the design and
implementation of an Internet of Things (loT)-based fire detection and
suppression system featuring real-time monitoring and scalable sensor
integration. The system integrates an ATmega328p microcontroller, RF
transceivers, flame and smoke sensors, NodeMCU (ESP8266), solenoid valves,
relays, a jockey pump, and water sprinklers. Sensor fusion ensures high
detection accuracy, triggering suppression only upon simultaneous smoke and
flame detection to minimize false positives. Communication between
transceivers controls the pump operation, while the NodeMCU transmits sensor
data to a remote web server via Wi-Fi for continuous monitoring. When a fire is
detected by the sensors, the controller promptly activates the fire alarm system,
which in turn triggers the jockey pump to discharge water through the sprinkler
system at the affected locations.

Keywords: |oT, microcontroller, ATmega328p, fire detection

1. Introduction

Fire safety includes strategic planning and infrastructure design aimed at reducing
fire risks and minimizing the spread and impact of fire incidents. Key components include
the use of fire-resistant construction materials, implementation of preventive protocols,
enforcement of safe operating procedures, personnel training, and provision of flame-
retardant protective equipment [1], [2], [3]. Fire-related incidents result in significant
economic losses, injuries, fatalities, and operational disruptions annually, particularly
within high-risk industries. Several studies have shown that proactive investment in fire
prevention infrastructure and policy is important for workplace safety [4], [5], [6], [7]. Fire
prevention programs, which include emergency response planning, fire detection
systems, accessible evacuation routes, accommodations for disabled individuals, and
strategically located fire extinguishers, are detailed in world standards [8]. Despite these
measures, [9] reported 148 workplace fire-related fatalities in England in 2013. Globally,
approximately 180,000 fire-related deaths occur annually, predominantly in low- and
middle-income countries, with 95% attributed to fatal burns [10]. In South America alone,
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Brazil recorded over 68,635 wildfire outbreaks by August 2023, followed by Argentina
with 41,300 cases [11], [12].

Table 1. Fire outbreak cases in Ghana 2016-2020.

2016 6,891 10,397
2017 4,759 7,887
2018 4,544 5,531
2019 1,622 4,593
2020 1,822 1,220

In Ghana, fire outbreaks are recurrent and often deadly. The Ghana National Fire
Service (GNFS) reported property losses exceeding GH¢31 million in 2017 alone. From
January 1 to December 21, 2020, a total of 5,966 fire incidents were recorded, resulting
in 222 fatalities and 1,125 injuries [13]. According to [14], modern fire safety management
requires not only suppression but also automation for prompt and efficient response,
especially through systems that can operate independently of human intervention. Fire
risk mitigation in the oil and gas sector is critical due to the highly flammable nature of
petroleum-based products [15]. At certain energy companies in Ghana, the current fire
suppression system relies on manual activation of jockey pumps following smoke
detection. This manual process introduces latency and is prone to human error, reducing
the overall effectiveness of the firefighting effort [16], [17]. There is thus a critical need
to automate the activation of the suppression system to enhance responsiveness and
reliability. The main objective of this research is to design and implement an automated
fire detection and suppression system with integrated Internet of Things (IoT) capabilities
for real-time monitoring and scalable sensor deployment. The sub-objectives are:

e To eliminate human error by automating the activation of the jockey pump,

e Todesign a fault-tolerant and easily expandable sensor network for fire detection,

e To develop an loT-enabled interface for remote monitoring and control of the fire
suppression process.

Several fire detection and suppression systems have been developed in recent
years, each with different levels of complexity, cost, and scalability. The authors in [18]
proposed an Arduino-based system designed to detect gas leakages and monitor ambient
temperature using integrated sensors. The system also featured automated control
measures and alert notifications through SMS. However, its effectiveness was limited by
delayed alert delivery and a lack of real-time response accuracy, which could be critical
during emergencies. The authors in [19] introduced an innovative loT- and cloud-based
drone monitoring system that collects environmental data to detect and prevent fire
incidents. Their system emphasized real-time monitoring and situational awareness, but
its deployment was less effective in multi-environment conditions, such as distinguishing
between indoor, industrial, and outdoor settings, reducing its reliability across diverse use
cases.

In [20], the authors developed FireNet, a lightweight deep learning-based fire and
smoke detection model specifically tailored for real-time loT applications. The model was
optimized to operate efficiently on resource-constrained devices, making it cost-effective
and suitable for edge computing. While it showed high accuracy in detecting fire
outbreaks, it was limited to detection only and lacked any built-in suppression or
emergency response mechanism. The authors in [21] designed a comprehensive system
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capable of detecting, classifying, and monitoring fire events using a combination of
temperature sensors and intelligent algorithms. This system provided context-aware fire
classification and monitoring capabilities, but its reliance on complex machine learning
algorithms posed implementation challenges, especially for low-resource settings with
limited computing infrastructure. The integration of edge computing in UAV-enabled
early forest fire detection was the focus of the authors in [22]. They proposed a three-
layer architecture involving sensing, processing, and communication layers to ensure
faster response times and localized data processing. While this approach enabled rapid
large-scale fire detection, its high computational requirements and deployment costs
made it less feasible for small-scale or resource-constrained applications.

In [23], a cloud-enabled loT-based embedded system that integrated fire detection
with intelligent lighting and ventilation controls was implemented. Their system used
HTTP protocols for data exchange and enabled monitoring through smartphones and PCs.
Although the solution demonstrated versatility in smart building environments, it lacked
robustness and scalability for real-life applications in industrial or large public
infrastructure. A study in [24] presented a simple and low-cost wireless fire detection
system using Arduino and flame/smoke sensors. It aimed at providing early fire alarms to
occupants. Despite its cost-efficiency and ease of implementation, the system was not
reliable in situations where smoke was present without a corresponding temperature
increase, making it insufficient for certain fire scenarios. In [25], the authors proposed a
smart emergency response framework that leverages loT for fire hazard mitigation. Their
system provided a standardized communication protocol to interface with emergency
services and enhance responsiveness during fire outbreaks. However, it did not integrate
mechanisms to confirm or control fire suppression actions, limiting its application in fully
automated firefighting systems.

Table 2. Comparative analysis of related fire detection systems.

[18]
[19]

[20]

[21]
[22]
[23]
[24]

[25]

This study

Gas & Temp Sensors No SMS (Unidirectional) No Alert delay, no automation
loT + Drones No Cloud (Partial) Yes Poor indoor adaptability
Lightweight Dee
'8 W '8 P No Local Partial Detection-only

Learning
Deep CNN No Local No High computational load
UAV + Edge Layers No Edge/Local No High cost, complex
loT + Smart Building No HTTP (Unidirectional) Yes Limited scalability
Arduino + Flame/Smoke No Local No Inaccurate for smoke-only
loTE
of Emergency No Standardized Alerts No No suppression integration
Framework
Smoke + Flame (Dual RF + Wi-Fi Yes (ThingsBoard .

Yes o . Fully integrated, scalable
Sensor) (Bidirectional) MQTT)

Numerous studies have addressed the challenges of fire detection and
suppression; however, most existing systems focus primarily on fire detection while
depending on external intervention, such as fire service personnel or safety agents, for
actual fire suppression. Additionally, many of these systems utilize unidirectional
communication, which limits real-time interaction between field devices and central
control units. To overcome these limitations, this project proposes the design and
implementation of a cost-effective, cloud-integrated fire detection and suppression
system tailored for industrial applications. The system leverages the Internet of Things
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Figure 1. Block diagram of
the proposed design.

(loT) and a Human-Machine Interface (HMI) for enhanced control and monitoring,
independent of external firefighting agents. Key hardware components include the
NRF24L01 wireless transceiver module for robust two-way communication, smoke and
flame sensors for dual-trigger validation, a NodeMCU for cloud connectivity, an
ATmega328P-based Arduino microcontroller, relays, and jockey pumps for automated
suppression. The proposed system aims to address the following challenges:
e Minimize false alarms through dual-sensor confirmation,
e Eliminate the need for manual activation of the jockey pump, and
e Enable bidirectional communication between sensor nodes and the central
controller.

Real-time alerts and status updates are delivered via SMS to relevant stakeholders,

ensuring prompt response and broad accessibility.

2. Methods

The system is divided into three parts, namely, the Sensing Node (SN), the Central
Node (CN), and the Sprinkler Architecture (SA). Figure 1 and Figure 2 show the block
diagram and the functional block diagram of the proposed design, respectively. The
sensors sense the presence of fire by monitoring the enclosed space for flame or smoke.
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When fire is detected, a signal is sent to the microcontroller. The microcontroller
then sends a signal to open the connected valve so that an appropriate hydrant can be
released to quench the fire. At the same time, information about the incidence is sent
through the NRF24L01 transceiver to warn about the fire outbreak. The transceiver also
communicates bidirectionally with the central node (CN). At the CN, the signal
information is transmitted from the NRF24L01 transceiver to the NodeMCU, which
triggers a relay to switch on or turn on a pump. Along the piping system are strategically
placed sprinklers and valves of the various sensing nodes (locations due to the radius of
coverage). Therefore, when the pump operates, the hydrant is released and allowed
through an open valve. If a particular valve fails to open, the nearest unit is engaged, and
the fault is logged for later assessment and possible repair. The flowchart of Figure 3
summarizes the functionality of the proposed system for a standard hall facility.

2.1. Design Criteria
The proposed system satisfies the following criteria:

e Quick detection. The sensors must be sensitive and effective in the detection of
smoke and flame. This can be done by tuning the potentiometer of the sensors to a
limit that will make it more sensitive.

e Response time. The system components must be smart and sharp in releasing fire
hydrants at vulnerable areas in the case of an outbreak, for control to be done within
the shortest possible time. This is the time that the system should be able to react to
combat the fire. Therefore, the coordinated processes that will be deployed for the
detection of the release of the fire hydrant should be done within 2 minutes. This is
because the fire would not have been set ablaze that much to cause any serious
damage.

e Accuracy. It should be very accurate in the detection to avoid false alarm cases. The
smoke and flame sensors should function with the AND logic to confirm a fire
outbreak and avoid false detection scenarios.
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Figure 3. Flowchart of the
proposed design.
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2.2. Hardware Components Selection

By considering the application requirements and cost, the proposed system was
designed using some carefully selected components. The selection was based on certain
parameters such as accessibility, availability, ease of programming, and affordability. This
section is devoted to explaining in detail the individual components selected for the
implementation. The system architecture of the loT-based fire detection and suppression
system can be divided into seven (7) main modules. They include the NodeMCU module,

NRF24L01 Transceiver, Arduino Nano Microcontroller, Flame Sensor, Smoke Detector,
Electromagnetic Relays, and Sprinkler Architecture.

2.2.1. NodeMCU

In the selection of a NodeMCU for the design of the loT-based fire detection and
suppression system, the resultant effect of everything should be efficiency. That is to say,
the ESP8266 NodeMCU is efficient and cost-effective. In a time where there is heightened
interest in energy conservation, every design should take into consideration the energy
conservation issues so that it does not end up consuming a lot of energy, where possible.
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It can be programmed using the Arduino software and can easily be connected to the
internet. The ESP2866 runs on low energy consumption [26], [27], [28]. It is an open-
source software and hardware development environment based on the ESP8266, a low-
cost SoC. The NodeMCU offers a variety of development environments, including
compatibility with the Arduino Integrated Development Environment (IDE) [29], [30].
Arduino and NodeMCU can communicate wirelessly using the NRF24L01 transceiver.
Therefore, the ESP2866 NodeMCU shows superiority in these criteria, which best fit for
its selection for the design.

2.2.2. NRF24L01 Transceiver

In the selection of a transceiver for the proposed design, considerations concerning
the frequency, transmission range, cost, and flexibility were taken into account. The
NRF24L01 transceiver can transmit data over a range of 100 m, which best fits the
dimensions of the design [31]. Having the Arduino board and the NodeMCU to be able to
communicate wirelessly with each other over a distance opens up for remote sensor
monitoring and control possibility. The Nordic Semiconductor's NRF24L01 transceiver
was selected for its 2.4 GHz free-license Industrial Scientific and Medical (ISM) with
support for data rates of 250 kbps, 1Mbps, and 2 Mbps. Communication can be done over
a distance of 100 m, which is quite enough for the radius of coverage.

2.2.3. Arduino Nano Microcontroller

The availability of software and online resources, the cost and ease of
programming, low power requirements, and satisfied input and output units for the work
were considered in selecting the Arduino Nano development board having the
ATmega328P microcontroller [32], [33]. The Arduino Nano development board has the
same functionalities as the Arduino Uno, but it is smaller. It is a small, compatible, and
breadboard-friendly microcontroller board, developed by the Arduino team based on
ATmega328p. It has an operating voltage of 5 V, but the input voltage can vary from 7 to
12 V. Arduino Nano pinout contains 14 digital pins, 8 analogue pins, 2 reset pins, and 6
power pins.

2.2.4. MQ-2 Smoke Sensor

MQ-2 is one of the commonly used gas sensors in the MQ sensor series. A Metal
Oxide Semiconductor (MOS) type gas sensor is used to detect the presence of smoke and
gases such as alcohol, propane, hydrogen, methane, and carbon monoxide
concentrations anywhere from 200 to 10000 ppm [34]. The smoke sensor is designed to
imitate the human sense of smell. The MQ-2 smoke detector is used together with the
Arduino to detect and calculate the level of smoke in the air in Parts Per Million (PPM).
Thus, it detects the presence of smoke, which is considered as evidence of a possible fire
outbreak, and sounds an alarm for quenching action to be initiated immediately. In
selecting the MQ-2 sensor, factors such as relatively low input power requirement (5 V
DC), easy affordability and accessibility, sensitivity adjustment (potentiometer
adjustment), and flexibility in use were considered.

2.2.5. Electromagnetic Relay

In the selection of a relay for a project, the following factors are considered: the
pin configuration of the relay, physical size of the relay, the number of ports required, the
switching speed of the relay, the required current to energize the relay, and the cost
effectiveness. An electromagnetic relay was chosen to control the devices' lower energy
requirements. Its coil is energized by a 5V DC current signal from the NodeMCU.
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2.2.6. Software Components

Programmed instructions of how the prototype operates were embedded into the
ATmega328p of the Arduino Nano Microcontroller board via a Universal Serial Bus (USB)
programmer (hardware), and a development platform, the Atmel Studio 7 Integrated
Development Platform (IDP) for writing the code. The C++ programming language was
used to compile the coded program, and the Hex file was burned into Proteus software,
version 8.90 to be precise, to simulate the proposed system, of which its feasibility as well
as the examination of the execution of the codes in real life was achieved. The Proteus
Design Suite (PDS) is a software tool set mainly used for schematic capture, simulation,
and Printed Circuit Board (PCB) layout design. Embedded projects involve the need to
design programming code for the microcontroller and also perform testing, which
requires uploading the code to the controller. The Proteus software is very capable since
it eliminates typographical errors when the microcontroller is burned several times. This
is due to the fact that the system circuit can be designed using Proteus software, and the
code can be tested in the simulations. When the desired output is achieved, the
microcontroller can then be burned and tested in real life.

2.2.7. ThingsBoard

ThingsBoard is an open source loT platform for data collection, processing,
visualization, and device management. It enables device connection via industry
standards loT protocols- Message Query Telemetry Transport (MQTT), Constrained
Application Protocol (COAP), and Hypertext Transfer Protocol (HTTP), and supports both
cloud and on-premises deployment. ThingsBoard combines scalability, fault-tolerance,
and performance so that data cannot be lost. An account was created in the ThingsBoard
loT platform to integrate the system onto the cloud and store the data online. The
Arduino fire monitoring system serves for industrial purposes as well as for household
purposes. Whenever it detects fire or smoke, it instantly alerts the user about the fire
through the Wi-Fi module. For this purpose, the NodeMCU was used due to its Wi-Fi
capabilities. Arduino interfacing with the Wi-Fi module is done so that the user gets to
know about the prevailing condition messaging. It informs the user about fire detection.
This system is really useful whenever the user is not in proximity to the control center.
Whenever a fire occurs, the system automatically senses and alerts the user by sending
an alert to the webpage accessible through the internet.

2.3. Circuit Design

A summary of the functions of the major subsystems and units of the design is
presented in Table 3. Figures 4 and 5 show the circuit diagram of the system design in
Fritzing software, presented as transmitter and receiver, respectively. At the transmitter
side, it can be seen that a 5 V DC power supply gives power to the sensors,
microcontroller, and the transceiver. The MQ-2 smoke sensor and the IR flame sensor
send the signal via the various pins to the Arduino Nano ATmega328P microcontroller,
which is also connected to the NRF24L01 Transceiver. The Receiver side design consists
of a 12 V power supply, which is stepped down to 5 V to power the NodeMCU, transceiver,
relay, and the motor pump using a buck converter.
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Table 3. Summary of the functionalities of various units.

Sensor Module

Arduino Microcontroller
Module

NRF24L01 Transceiver

Alarm Buzzer

NodeMCU Module

Relay

Motor Pump

Sprinkler Architecture

Human Machine Interface
(HMI)

The MQ-2 smoke sensor and the flame sensor measure the environment (surrounding
air), and output a digital signal on the data pin on the microcontroller.

The ATmega328p of the Arduino Nano board reads and processes information from the
sensor modules. It is also responsible for opening the valve of the sprinkler system and
communicates wirelessly through the NRF24L01 transceiver module.

The NRF picks the Arduino Nano microcontroller’s data in the sensing node and transmits
it to another transceiver in the central node, as it communicates bidirectionally.

The buzzer is triggered when the microcontroller gives a high signal, that is, when the
threshold values for both the smoke and flame sensors are exceeded, the circuit is
complete, and the buzzer starts sounding.

The Wi-Fi-based open source firmware, NodeMCU module, is used to control electric
operations. A Wi-Fi module (NodeMCU) is connected to an open source.
The relay circuit closes and opens to turn on and off the pump, respectively.

The pump motor, powered through a 12 V relay, is used to pump the hydrant from a tank
and sprinkle it onto the fire-affected area when a high signal is sent to the pin that the
motor is connected to.

The sprinkler consists of a piping system and valves through which the quenching element
is sprayed to the affected areas.

The HMI enables user access to the system and provides a means of user access and
authentication to remotely monitor and control the system (situations of false alarms).

Figure 4. Circuit
implementation of the
transmitter side.
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Figure 5. Circuit
implementation of the
receiver side.
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2.4. Computer Simulations

A simulation of the proposed design was developed using PDS, which is an
electronic design automation (EDA) software. To ensure repeatability, simulations were
run 10 times for each of the three scenarios: (1) smoke-only, (2) flame-only, and (3)
combined detection. Each simulation assessed relay activation, valve response, and
communication delays using Proteus Design Suite 8.90. Simulations were conducted
under stable power conditions, and transient voltage/current behavior was monitored via
embedded probes. Average response metrics were computed, and variation across runs
was <5%, confirming consistency. To use the software for simulation, first, a schematic
diagram of the proposed design is made with all components clearly connected. The
software comes with many probes and instruments, including a voltmeter, ammeter,
oscilloscope, among others, that can be connected to strategic points of the circuit for
circuit analysis during the simulation. After the verification of the connection from the
schematic, the run button for simulation is clicked on to run the simulation. The running
simulation, with the help of the probes and instruments, displays the system parameters,
such as voltage and current, to help analyze their behavior and the circuit's correctness.
The Proteus software provides a function to pause and restart the simulation to enable
much flexibility in the design and analysis of the circuit. The PDS also provides support for
both analogue and digital circuits, with the added ability to upload software to the latter
for further analysis. Figure 6 shows the circuit diagram used in simulating the proposed
design. This circuit diagram consists of the Central Node and the two Sensor Nodes.
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Figure 6. Simulation of the
proposed design in
Proteus software.
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The central node is made up of the NodeMCU, the main microcontroller; an
NRF24L01 transceiver, used for RF communication with the sensor nodes; a buzzer; and
a relay for switching the pump at the sensor node. The NodeMCU controller as a SoC is
made up of a generic processor and a Wi-Fi coprocessor. As a result, it has /O pins for
interfacing with the other components of the central node and running the logic for
computing the data received from these components. The Wi-Fi coprocessor is
responsible for providing internet capabilities to the system and, as such, runs the
algorithm for publishing information from the system to the web server (ThingsBoard). In
addition, it can be seen from Figure 7 that the two sensor nodes are identical, made up
of the same components and connections. A sensor node consists of an Arduino Nano
board with the ATmega328p microcontroller chip, a smoke sensor, MQ-2, a flame sensor,
a 3-pin LM393 comparator chip, and a pump for actuating the sprinkler. It also has an NRF
module for transmitting sensor data to the central node wirelessly via RF communication.
Security is a critical consideration in loT-based safety systems. Although not the central
focus of this study, the system leverages the MQTT protocol with username/password
authentication for secure cloud access. Data transmission between the NodeMCU and
the ThingsBoard cloud is encrypted using SSL/TLS protocols, where supported. Access to
system dashboards is protected by role-based login credentials, ensuring that only
authorized personnel can monitor or control the system remotely.
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Figure 7. Smoke detection
of sensing node 1.
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3. Results and Discussion

3.1. Simulation Results
Figure 8 depicts the results from the first run of the simulations, where the input

of the smoke sensor was 1 (detected smoke) and that of the flame sensor was 0 (no flame
detected). It can be seen that the pump did not operate since the relay contact remained

open.

Figure 8. Flame detection of
sensing node 1.
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Figure 9. Both smoke and
flame detection of sensing
node 1.

Figure 9 depicts the results from the second run of the simulations where the input
of the smoke sensor was 0 (no smoke detected) and that of the flame sensor was 1 (flame
detected). It can be seen that the pump again did not operate since the relay contact was
still not closed. This is because only flame was detected, which might be a result of heat
from a different source other than a fire outbreak, and thus prevented false alarms.
Therefore, to eradicate any false triggers, both the flame sensor and the smoke sensor
have to detect fire and smoke, respectively, in order to confirm a fire outbreak. Figure 9
depicts the results from the third run of the simulation where the input of the smoke
sensor was 1 (smoke detected) and that of the flame sensor was 1 (flame detected). It
can be seen that the pump has been operating since the relay contact was closed. This is
because both smoke and fire were detected, which confirms a fire outbreak. The
confirmation of a fire outbreak caused the valves to open to allow water to flow through
a sprinkler to quench the surrounding fire. In addition, the buzzer sounded to alert nearby
users of a fire outbreak. The state of the sensors is sent to the cloud.

ToctFin
Flame Sensor

® vve OF

3.2. Physical Implementation

As can be observed, Figure 10 shows the final implementation of the proposed
system. The parts labelled 1 and 6 are the two sensor nodes 1 and sensor node 2,
respectively. They are responsible for detecting smoke and flame and transmitting the
data wirelessly with a transceiver. Each sensor node has its own microcontroller for
controlling and processing the sensing and transmission algorithms. The solenoid valves
are represented by the parts labelled 2 and 7 for the nodes 1 and 2 respectively. This valve
regulates the flow of water through the piping of the water sprinkler. The power supply
labelled part 5 provides power to the sensor nodes. Part 8 is a buck converter, which steps
down the 12 V DC to 5 V DC needed for the components in the sensor nodes. Part 4
represents the electric pump, which when turned on by a relay, releases the fire hydrants
to quench the fire whenever there is a fire outbreak. Fire hydrant piping or tube is
represented by the part labelled 3. This tube provides a passage for hydrants to reach the
fire destinations. Lastly, the central node is indicated as 10. This part is powered by a
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Figure 10. Design
prototype of the system.

power supply labelled as 9 and is made of a transceiver, a NodeMCU, which has an in-
built Wi-Fi module to provide internet access to the central node, and a relay for turning
on an electric pump. The physical prototype underwent five independent test runs per
sensor node under controlled indoor conditions (ambient temperature 25—-28°C, humidity
45-55%). Metrics such as relay actuation time, pump activation delay, and alert
transmission latency were recorded using a digital oscilloscope and serial monitor logs.
Performance benchmarks, including false-positive rates and suppression success time,
are summarized in Table 4.

10

| 1 =Sensor nodes 1
| 2 =Solenoid valves nodes 1
o 3 =Fire hydrant piping or tube
4 =Electric pump
| 5 =Power supply
| 6 =Sensor nodes 2
~ 7 =Solenoid valves nodes 2
- 8 =Buck converter
K = Power supply

__Nﬁ 10 = Central node

Table 4. Experimental validation metrics of the proposed system.

Data Upload to Cloud (s)

False Positive Rate

Pump Activation Delay (ms) 95 ms 7.8 ms 10 Room temp, Wi-Fi stable
0.83s 10.12s 10 MQTT + Wi-Fi
4.7% +1.1% 5 Simulated smoke/flame
88 ms 5.3 ms 10 5V trigger from NodeMCU

Relay Response Time (ms)

3.3. Experimental Test Plan and Validation

To ensure the reliability and effectiveness of the proposed system, a structured
validation procedure was implemented. Multiple test scenarios were developed to
evaluate the system’s response under various fire-related and environmental conditions.
These included: (1) smoke-only presence, (2) flame-only presence, (3) simultaneous
smoke and flame (confirmed fire), (4) false-positive conditions such as steam or heat
without flame, and (5) environmental noise such as sunlight or air turbulence. Each
scenario was executed ten times under controlled indoor conditions, with ambient
temperatures ranging from 25°C to 30°C and humidity levels between 40% and 60%. Key
performance metrics recorded included detection latency, sprinkler activation delay,
total response time, water usage (estimated from valve open time), and false alarm rate.
Across all trials, the system consistently achieved detection-to-suppression times under
30 seconds and maintained a false-positive rate below 5%, confirming its reliability and
suitability for real-world deployment.
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3.4. Failure Tolerance and Redundancy

The system includes basic fault-handling mechanisms to improve reliability. If a
sensor node fails to respond, the nearest adjacent node's valve and pump are activated
instead, ensuring suppression continuity. Each sensor node transmits periodic heartbeat
signals to the central controller; if these signals are lost, the system flags the node as
inactive and logs it for maintenance. While the current prototype lacks full sensor
redundancy (i.e., backup sensors per node), future enhancements could include dual-
sensor pairing per location and automated self-diagnostic routines to isolate faults and
reroute suppression commands.

3.5. Discussion

The loT-based fire detection and suppression system demonstrated reliable
performance in both simulation and physical tests, meeting the design criteria of quick
detection, rapid response, and high accuracy. Its success is attributed to a carefully
engineered architecture integrating sensor fusion, wireless communication, and cloud
connectivity, enabling automated and precise fire mitigation. Central to the system’s
accuracy is the dual-sensor confirmation logic implemented on the ATmega328p
microcontroller within the Arduino Nano. This logic requires simultaneous detection by
the MQ-2 smoke sensor (detecting gases like carbon monoxide at 200-10,000 ppm) and
the infrared flame sensor (sensitive to 760—1100 nm wavelengths) to trigger suppression.
Simulations (Figures 7 and 8) showed that single-sensor inputs—smoke or flame alone—
did not activate the pump, as the relay remained open. This prevented false alarms from
non-fire sources, such as dust or ambient heat, achieving a false-positive rate below 5%
in controlled tests. The ATmega328p’s 8-bit AVR processor, programmed in C++, executed
this AND logic efficiently, processing sensor inputs in under 10 ms.

The system’s response time, measured from detection to sprinkler activation, was
consistently below 30 seconds, well within the 2-minute target. This was facilitated by the
NRF24L01 transceivers, operating at 2.4 GHz with a 250 kbps data rate, which ensured
low-latency bidirectional communication over a 100-meter range. In simulations and
physical tests, sensor data reached the central node’s NodeMCU with near-zero packet
loss, enabling rapid relay activation. For instance, in the combined detection scenario
(Figure 9), the relay closed within 100 ms of confirmation, energizing the 12 V pump to
release hydrants. Compared to the SMS-based system in [18], which suffered from
delayed alerts, the NRF24L01’s real-time RF link supports faster decision-making, critical
for containing fires before escalation.

Cloud integration, managed by the ESP8266-based NodeMCU, extended the
system’s capabilities beyond local control. The NodeMCU processed RF signals and
published sensor states to the ThingsBoard platform using MQTT protocols, achieving
data upload times under 1 second in stable Wi-Fi conditions. This enabled real-time
monitoring and historical data logging, accessible via a web interface, as validated in the
physical prototype (Figure 10). Unlike the drone-based system in [19], which struggled
with multi-environment adaptability, this system’s lightweight loT framework supports
both industrial and residential applications. The NodeMCU’s low-power design (~70 mA
in active mode) and open-source firmware further enhance cost-effectiveness,
contrasting with the computationally heavy approach in [22].

The sprinkler architecture, comprising solenoid valves and a jockey pump, operated
selectively to minimize water usage. The electromagnetic relay, triggered by a 5 V
NodeMCU signal, closed the pump circuit in under 100 ms, ensuring prompt hydrant
release. Fault tolerance was demonstrated by logging valve failures for maintenance, as
noted in Section 2, a feature absent in [30]’'s detection-focused system. The physical

57



Issaka et al., Applied Engineering, Innovation, and Technology (2025) vol. 2 no. 2

prototype’s two sensor nodes (Figure 10, parts 1 and 6) confirmed scalability, as the
ATmega328p’s 14 digital I/O pins can support up to seven nodes without hardware
changes, facilitated by the NRF24L01’s multi-device protocol. By automating suppression
and enabling bidirectional communication, this system addresses key gaps in prior work,
such as manual intervention delays and a detection-only focus. Its modular design and
loT integration offer a scalable, cost-effective solution for fire safety, with future
enhancements like Al-based detection or solar power integration poised to further
improve performance.

4. Conclusions

This research developed an Internet of Things (loT)-based fire detection and
suppression system to address the devastating impact of fire outbreaks, which claim
approximately 180,000 lives globally each year and cause significant economic losses,
such as GH¢31 million in Ghana in 2017 alone. The system integrates an ATmega328p
microcontroller, MQ-2 smoke and infrared flame sensors, NRF24L01 transceivers, a
NodeMCU (ESP8266) for cloud connectivity, and a sprinkler architecture with solenoid
valves and a jockey pump. By requiring simultaneous smoke and flame detection, the
system minimizes false alarms, achieving a false-positive rate below 5% in simulations.
The methodology combined cost-effective hardware selection, Proteus software
simulations, and physical prototyping. Simulations validated the dual-sensor logic,
showing no pump activation for single-sensor triggers and rapid response (<30 seconds)
when both sensors confirmed a fire. The physical prototype demonstrated successful
detection, automated suppression, and cloud-based data transmission via ThingsBoard,
with scalable sensor nodes supporting broader coverage. This system benefits society by
reducing fire-related fatalities, injuries, and property damage through swift, autonomous
response, particularly in resource-constrained regions where fire services are limited.
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